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This paper presents Monte Carlo techniques for evaluating equilibrium avail-
ability and mean up and down periods of a renewable network for a wide class
of network operational criteria. The suggested method is based on a graph evo-
lution model that overcomes the main difficulty — hitting low-probability “bor-
der” states of the criterion. Theoretical efficiency of the method is briefly

discussed and numerical results are presented.
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1. INTRODUCTION

By a network we mean a pair N = (G, UP) consisting of the following:

An undirected graph G = (V, E) with the node-set V" and edge-set E; sub-

sets of edges are sometimes called states of the network.

A class UP of operational (or “up”) states F & E; the complementary class
of “down” states is denoted by DN. A partition of the state space into UP
and DN is sometimes referred to as the network operational criterion. We
always assume this criterion to be monotonic: F € UP and F € F’ imply

F e UP.

In this paper we confine ourselves to operational criteria admitting formu-
lation in terms of node-sets of components of the subgraph (¥, F) {(including
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one-node components, if any). The partition of ¥ into the components of (V, F)
will be denoted by {F). Formally, we require that

Fe UP and (F)=(F') imply F' € UP. (1.1

In applied random graphs theory, a network reliability problem is posed in
the following “static” form (see, e.g., Colbourn [2]):

Given a function g : E— [0,1] (edge failure probabilities), define state prob-
abilities by

P (F:q)

=11 pley TI qte), (1.2)
ecF ecE-F
where p{e) = 1 — g{e) is the up probability of an edge. What is then
R(G,q) = 3, P(F.q) (or Q(G,q)= 3, P(F,q)? 1.3)
Feur FeDN

In application to renewable networks, Eq. (1.3) expresses the equilibrium
instant availability of the network. Namely, suppose that the life of an edge e
is described by an alternating renewal process «.(¢) taking the values up and
down. Suppose that the edge processes are independent. We assume only that
there exist the mean up and down periods for each «.(#), Typ(e) and Tpy(e),
and consequently the failure rate N(e) = [Typ(e)]~! and the repair rate u(e) =
[Ton(e)]~! (see Gnedenk§'{6, p. 111]). For each k. (¢) it is assumed that the up
and down epochs have nonlattice distributions. Consider the process E(f) =
{e€ E:x,(t) = up]. The limit probability (as # —» o0} that E(¢) € UP at a ran-
domly chosen moment ¢ equals R(G, g), with g given by

Ale)

1€ = e+ o

(1.4)

Another interesting characteristic of a renewable system is the so-called sta-
tionary transition rate [6]:

$(Gig) = 3, P(F,q)-wUp), (1.5)
FEDN
where Jr is the set of edges e € F such that F + e € UP, and u(Jp) =
2 {ule): e € Jg) (see also Keilson [7] for a purely Markov case).

The parameters R(G, g) and ®(G, g), interesting for their own sake, can
be used for calculating the mean equilibrium up and down periods of the net-
work. These periods, denoted by Ty and Tpy, are defined as follows. Con-
sider the sequence U, Uy, ..., U, of successive up periods of the network (as
a whole) and the sequence D, D,,..., D, of its successive down periods.
Then, as h = o, U, Bu, D, Ligy)) (see Gnedenko.[6, pp. 79, 111]), and Typ =
E[U], Tpn = E[D]. Then;-the following formulas are valid (see Gnedenko {6,
p. 111]): e
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= Jue =1
R(G,q) Tor+ Ton’ (G, q) Tor+ Tom” 1.6)

The preceding model may have various applications. One of them is the re-
liability analysis of systems represented by undirected graphs or, more gener-
ally, by matroids. Indeed, the only thing needed to make the model serve for
the arbitrary matroid defined on E is to interpret the symbol {F) (see Section 3
later) as a closure of a subset F in the given matroid.

Another application is availability analysis of a communication network.
Such a network N, represented in our case by an undirected graph G and a ca-
pacity function w(e), is at any moment engaged in performing a number of
tasks. Suppose that N'is in'a stationary regime (equilibrium) and a new job J
enters. This may be a communication demand for two or more nodes (termi-
nals). Depending on the current situation in the network, only a part of links
(edges) may be available for use by J. The states of &V can be partitioned into
the classes UP and DN with respect to J, and one may ask what is the proba-
bility that J finds &V in the state UP and, if not, what is the expected waiting
time for J to be served by N.

There are various approaches to the static network reliability problem. Pre-
cisely computing R is, in general, #P-hard, even for such simple criterion as the
overall connectivity [12], Valuable information about network reliability, qual-
itative as well as numerlcai‘*fg':Omes from various bounds based on a few relevant
polynomial-time invariants ofa graph, such as the size of mincut, the number
of mincuts and spanning trees [1,8,9,10}, and maximal spanning trees packing
[11].

In practice, Monte Carlo {(MC) opens a direct way to compute network re-
liability for any operational criteria, and investigation of MC methods should
take its place in applications of random graphs theory. By MC evaluation of a
reliability parameter Z, we mean constructing a random variable Z () on some
finite probabilistic space (U, =) (an “urn” U/ with choice probabilities 7 (u),
u € U) with the property that an average

1.7

over an independent sample u,,. .., uy from U tends to Z with probability 1
when N — o0, We always assume that both generating u with distribution p(u)
and computing Z(u) for a given e € U are polynomial-time (in the number of
nodes).

Usually, the edge failure probabilities depend on a parameter that makes
the g-vector vary from all ones (absolutely unreliable network) to all zeroes (ab-
solutely reliable network). We adopt such parametrization in the form

0=<f< o, (1.8)
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with nonnegative “capacities” w(e), e € E. One may understand w(e) as “thick-
ness” or a number of independent standard “wires” forming an edge e, each wire
having failure probability.e™'. Furthermore, one may not have to specify a
graph G but rather consider w as defined on the edge-set of the complete graph
and assign zero capacities to edges from outside £. So we use notations Z(G, q)
and Z(w,t) as synonyms, for any reliability measure Z.

DerINITION: A MC scheme (U, w, Z(t | u)) for evaluating a reliability measure
Z(w, t) is called homogeneous with respect to a given parameter t (introduced
by Eq. (1.8) or in another way) if the choice probabilities w(u) are independent
of t.

A basic example of a nonhomogeneous scheme is the so-called crude Monte
Carlo (CMC): U is the set of states (i.e., all subsets F of E), the choice proba-
bilities 7 (F) are given by Eq. (1.2) and, say, Z(F) = 1 for F € UP and O for

Fe DN. i
Throughout this paper we confine ourselves to unbiased MC schemes:
E[Z(¢]-)] = 2] m(u)-Z(t|u) = Z(w,1) (1.9)
uel

and use the square relative error (s.r.e.)

sy (w, 1y = 2120 )] (1.10)

Z(w,1)?

as an efficiency measure of the scheme. Homogeneous schemes are good from
at least two points of view. First, a run of such scheme serves for as many val-
ues of ¢ as is needed. Second; the accuracy of a homogeneous scheme can be es-
timated independently of ¢, as is stated just below.

Ciam 1.1t If (U, w, Z(t|u)) is homogeneous and Z (t |u) is nonnegative and
continuous in t, then §%3(w, t) is bounded for all 0 < t < », i.e., for any given
capacities w, there exists a finite

Sz(n,w) =sup{di(w,1):0 <1 < =]

independent of the estimated value Z (so that, in particular, the “problem of
small probabilities” is avgided).

ProoF: Proof is straightforward. u

Claim 1.1 assures, through the Tshebyshev inequality, that for any given n
and capacities w(e), and for any positive €,4, there exists a sample size N such
that for all 0 < f < oo, we have

Znlt)

-
L=< Zmn)

<l+eg (1.11)
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with probability at least 1 — 4. As is well known, this is not the case for CMC.
On the other hand, the pidblem of small probabilities can also be settled by
nonhomogeneous schem:_ 15]. Two homogeneous schemes are suggested by
Elperin, Gertsbakh, and Lomonosov {4].

In the present paper the conventional problem of estimating static network
reliability R(G, q) is extended to include other equilibrium parameters of renew-
able networks, such as mean durations Typ, Tpn of the network up and down
periods. We show that they can be expressed through R(G, g) and a certain di-
rectional derivative of R(G, g) with respect to g and suggest a homogeneous
MC scheme for estimating this derivative.

in Section 4, behavior of the s.r.e. of the suggested MC scheme is briefly
discussed. We show that for the overall connectedness criterion the s.r.e. of the
nonreliability estimate is bounded by a polynomial of n, uniformly for all w.
This result seems to be nontrmal for reliable networks (R close to 1). However,
whether or not the suggested MC scheme has the same property for the connect-
edness probability remains unclear.

2. DIFFERENTIATION FORMULA FOR R

As in Elperin et al, [4], a partition ¢ = { V], ..., V] of the node-set V is called
regular (with respect to a given G) if the induced subgraphs G(V;) are con-
nected. The subsets V; are referred to as components of o, the number & of the
components is denoted by |o| Consider the lattice L = L(G) of regular par-
titions, with the natural € ing: ¢ <.¢’ means that o’ can be obtained by merg-
ing components of o:. The height 4 (o) of a partltlon o is defined by | V| — |o].

Let E, denote the set'o fexternal edges of o, i.e., the edges between com-
ponents of o, and put I, = E - E,. I, is the (unique) maximal subset F C E sat-
isfying {(F) = o; it is called the cloSure of any.such F.

We retain the notation UP for the set of partitions (F, F € UP, and sim-
ilarly for DN, For ¢ € DN, let J, denote the set of external edges e such that
(I, + e) € UP. The partitions with nonempty J, form the “border zone” of the
operational criterion, denoted by DN,

Adopt the parametrization of Eq. (1.8) of the g-vector, and let V denote the
gradient operator with respect to the capacities w(e), e € E. Furthermore,
let b = [b(e):e € E} be an arbitrary vector on E; for a subset X' < E, put
b(X)=Lib(e):e € X}. Then

b-VR(G,q) = 3 PG, @)b(J,). @1

o&DN™*

Remark. Differentiation formulae of this type appear from time to time in the
literature (see, e.g., Lomonosov [8]).

Proor oF Eq. (2.1): Consider two g-vectors on E, say g = {g(e):e € E} and
q' ={g'(e) :e € E}, and let gg’ denote the vector of products g(e)g'(e), e €
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E. In static random graphs, an edge with failure probability gq’ is equivalent
to two parallel edges, one with failure probability g and one with ¢'. Based on
this remark, calculate R;(Qﬁi)q’) by applying the total probability formula to
the double-edged G, assuming that the g-copies of the edges are tried first, and
afterward the g’-copies of the edges that failed in the first try. We have

R(G,qq’) = ;EP(F,Q)R(G/F,Q'), @.2)

where G/F denotes the results of contracting F and deleting loops; clearly, G/F
depends only on {F}. Note that the operational criterion should be reformulated
for G/F as the meet of UP and the upper cone of (F) in L(G). Now, Eq. (2.2)
can be used in two ways for differentiating R leading to two different formu-
lae. For our needs, let ¢’ tend to unity along the given vector b; namely, put
q'(e) = exp[—b(e)t], so.that p'(e) = 1 — g'(e) = t-b(e) + o(t).

For F € E, let d(F) denote the distance (minimal number of moves) in
L(G) from {(F) to UP. Then, by Eq. (1.2), R(G, F,q’') = A(F)-t9""(1 +
o(1)), where

A(F) = ):{ II b(e): X € E(G/F),| X| =d(F),(FUX) € UP} .

ecX

Clearly, both d(F) and A(F) depend only on (F). In these terms, UP and
DN*™ are, in respect, the sets of partitions (F) with d (F) 0 and 1. Taking all
this into account, we obtain

R(G,q-expl~b 1) 2 R(G,q) +1- T P(Ga)b(T,) +0(1),

cEDN

and Eq. (2.1) is established. |
Comparing Egs. (2.1) and (1.5), one finds that
$(G,q) =p-VR(G,q), @.3)
where p = [u(e):e € E‘].

3. MERGING PROCESS MONTE CARLO SCHEME FOR VR

The main technical dlffxcplgl‘* MC estimation of VR is hitting the border states
of the operational criteri n,, We do this by using trajectories on the lattice IL(G)
(see Section 2). Let us write o < o’ if 0 < ¢’ and there is no 7 such that ¢ <
r<g’,s0that |¢'| = |g| + 1, and ¢" is the result of merging exactly two com-
ponents of o. A trajectory in IL(G) is a sequence ¥ = (0, gy, . .., 0x), Where
o, is the bottom element of L{G) (the partition into singletons) and gy < 0y <
. < g;. Let U, denote the set of trajectories terminating in o and U* the set
of “full” trajectories, such that aq,...,0,-, € DN and ¢, € UP.
Adopt a parametrization of the form of Eq. (1.8), and put w(o) =
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L{w(e):e € E,}. Giveny

: rajectory u= (‘0’0, Tlyeeny O'k) put Wi(u) = W(U,'),
and define probability of ;

£py |
ok wiy (u) — wilu)

m(uy=T1] . 3.1)

= wi_1{u)

Let us now interpret  as time, and suppose that at ¢ = 0 there are no edges,
and each edge e of G appears at a random moment #{e) to stay forever. Assume
that ¢ (e) is distributed as 1 — exp[—w(e)?], and that these moments for all
edges are independent. Put E(¢) = (e € E:t(e) < t}. Then the probability
P,(w, t) of partition o in the static model equals the probability of (E(¢)) = ¢
(for details, see Elperin et al. {4] and Lomonosov [8]). This approach enables
the calculation of the probabilities P,(w, £) by solving the Kolmogorov differ-
ential equations for the Markov process (E(?)). In this way one obtains, for a
nonabsorbing state o, '

P,(w,t) = 3, w(u)P,(t|u), (3.2
uel,
where
P,(t|u) =exp[—w(o)-t]* conv (I —exp[—w;(u}t])
0=ish(a)~]
and, for the absorbing state UP,
‘, ty= Y, w(u)R(t|u), (3.3)
i‘ ueuU*

where

R(t|u) = conv (1 —exp[—w;(u)t]).
Osis|ul|-1
(Here * and conv mean convolution: For f{¢) and g(¢), ¢ = 0, their convolu-
tion is defined by (/*g)(¢) = [, f(¢ — s) dg(s).) Substituting Eq. (3.2) into
Eq. (2.1) provides

bVRMLND = 3 b(a) T wwP(t|u) = 3 wb(a)Ps(t]u),

cEDN™ uey, uel/
iy | @.4)
where U** denotes the sétjgf%trajectories terminating in DN*, and &, means the
last member of trajectory 4. The sum of probabilities 7(u) in the latter expres-
sion is, in general, not 1 (but is never less).

To have a presentation in the form of Eq. (1.9), consider the full trajecto-
ries (see Section 2). Any trajectory i terminating in a nonabsorbing state o can
be identified with the bundle B{u) of full trajectories whose starting segment
of length |u/| coincides with ». Moreover,x(#) = Z{w(v) : v € B(u)}. In terms
of full trajectories, Eq. (3.4) takes the form
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b-YR(w, 1)

5 ( > w(v))b(ffu)P&..(tl“)

s uel** \veBu)

vj~1

}
> w(v)- X b(ai(v))'Po,-(u)(t'U)s 3.5

velU* i=l(v)

it

where for a full trajectory v = (0p, 0y, ..., 0x—1,0;) we set |v| = kand /(v) =
min{i:g; € DN*}. We have now E{w(v):v &€ U"} = 1, so that Eq. (3.5) has
the form of Eq. (1.9).

Thus, we have a representation

-~ b-VR(w,t) = Z 1r(u)-Z(t|u), 3.6)
- ueu* '
where
Jul=1
Z(t[u): Z b(a,-(u))-P,,,.(,,)(tlu). 3.1

i=l(u)

In Elperin et al. [4}, an MC scheme based on generating trajectories on
IL{G) with probabilities of Eq. (3.1) was introduced. It is called a merging pro-
cess (MP) MC. In this work, we use the scheme of Elperin et al. [4] with tra-
jectory functionals of the form of Eq. (3.7).

4. REMARKS ON EFFICIENCY OF THE
MERGING PROCESS MONTE CARLO

In general, the supremum S (n, w) of the s.r.e. is unbounded as a function of
w, as the following example shows.

Example 4.1: V = {s,tx},w(s,x) = w(t,x) =g, w(s, t) = m — 2g; the opera-
tional criterion is s, f~connectedness so that UP consists of the partitions {V}
and {(s, t)). There are three trajectories:

Uy = (009<(S,x)>r{V])’
uy = (oo, (4, X[ V], with 7 (u,) = 7 (1) = &/m, and

U3 = (00,4(s, 1)), with 7 (u3) = 1 — 2&/m.

Suppose, the MP MC is uséd for estimating the unreliability Q(w, f). We have
Q{t|m) = Q(t|uz) =1 = (1 — exp[~mt])*(1 — exp[—(m —€)¢])

1—e~®

=m{exp[—(m—a)t] +exp(-—mt}},

Q(t/u;) = exp[—mt], and |
Q(w,t) =exp[—(m —¢€)t] - (2 — exp[—¢,1]).

P
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It is now easy to'see;

that
Clim 84 (w, t) =m/e
is unbounded. On the other hand, for ¢ — o and €-7 = const, one has
8h(w, 1) = 0(t) = O(|/In Q)).
The preceding example inspires the following question: Does the bound
85(w, t) = Cjln Q|

hold for the MP MC estimate of the network down probability for an arbitrary
criterion?

Remark 4.2: In light of Example 4.1, Claim 6.2 of Elperin et al. [4] should be
corrected as follows: For a'given # and a given operational criterion, the coef-
ficient of variation 8% (Q) is bounded uniformly for all ¢ € [0,00) and all A-
vectors satisfying max A(-})/min A(:) = C (for any C).

The proof of Claim 6.2 given in Elperin et al. [4] fits the preceding formu-
lation.

An operational criterion exists for which MP MC has an s.r.e. of @ uni-
formly bounded by a polynomial of n. This is the overall connectedness, or,
slightly more general, being partitioned into at most ¥ components (for any
given k). This means that for such criterion the sample size N guaranteeing the

relation (1.11) is at most %;golynomlal of n.

,‘ !‘ i
Cramm 4.3: The mean s.re.of MP MC for the network nonconnectedness prob-
ability is less than n?

Proor: We have

Luw(u) Q¢ u)? | < upper bound on Q(¢|u)
O(w,1)? ~ “lower bound on Q(w, 1) "

Let r denote the minimum cut capacity in terms of the w-function, i.e.,

2 .
dp =

4.3.1)

r=min{w(X,X): @ CcXCV},

where w(X, X) = E{w(x, ) xe X, y € X}, and put x = exp{—rt/2]. Then
(see Lomonosov [8]),

Q(tlu) <1=(1=x)"=nx(1=x)"" 4.3.2)
On the other hand, we have, trivially,
g(w,t) = x2. 4.3.3)

Take Egs. (4.3.2) and (4.3.3) for the upper and lower bounds in Eq. (4.3.1).
We have then
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52Q<;§5[1—(1—x)"—nx(l—x)”“]
] n
=F’§2<:)x"-(l—x)“"‘
2 on(n=1) n—-2\ . ne2ei n
=2 (j+2)(j+1)( J )’”'“‘"’ JS( )

and the assertion follow v

5. NUMERICAL EXAMPLES

We demonstrate in this section computations of reliability parameters for two
networks with renewable edges. For these examples, we choose a ten-node series-
parallel network (“ladder”) used by Colbourn and Harms {3] for demonstrating
the best up-to-date upper and lower bounds on all-terminal reliability. Our aim
is to compare our MC estimates with those bounds (see Table 1). It was assumed
that all edges have equal up probabilities p(e) = p (column 1). The repair rates
for all edges were assumed to be u(e)} = 1, and the failure rates A (e) were de-
termined from the equahtyfp(e) 1/(1 + A(e)). Two reliability parameters
were computed by our MG ‘method: the overall connectivity R(G, g) and the
stationary transition rate ® = (Typ + Tpy) ™! (see Eq. (1.6)). Columns 2 and 3
show the best lower and upper bounds on R(G, q) developed by Colbourn and
Harms 3], and column 4 shows the actual value of R(G, g). Column 5 presents
our MC estimate obtained by averaging NV independent replications (/N shown
in column 6). The computation of R(G, ¢) was made using the representation
of Eq. (3.3) and the edge evolution scheme with closure, the details of which are
described by Elperin et al. [4], It is worth noting that, in most cases, a relatively
small number of replications N was needed to obtain an estimate of R(G, g),
which lies between falrly't' ht bounds LB and UB, Column 7 presents the esti-
mates of the statlonary 1 sition rate ® = (Typ + Tpy)~!, which was com-
puted via the representation of Eq. (3.5) and by using the same set of trajec-
tories as for R(G, g). The relative error 83 for & is within 2-8% (column 8).
The last two columns, 9 and 10, give the estimates of the mean equilibrium up
and down times. They were computed by combining the formula for ® and the
expression R(G, @) = Typ/{Typ + Tpn).

As the network becomes more reliable (p — 1), Tpy approaches 0.5, This
can be explained by the fact that for R near 1, the dominant network failures
are “cutting off” the upper-left or the lower-rlght nodes, and thus the corre-
sponding repair rate is =2u(e) = 2,

Table 2 presents our second example, which is the ten-node ladder now in-
vestigated for the s-f connccpvxty (see the figure in the upper part of Table 2).
It was assumed A (e) = 10 for vertical edges and A\ (e) = 20 for diagonal edges.
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TasLe 2. Reliability Parameters for a s-¢ Connectivity in a Ten-Node Ladder

u(e) =100, A(e) = 10 (vertical edges), A(e) = 20 (diagonal edges)
N = 10,000 replications

Ae) for
Horizontal
Edges Q =1 R(G,q) 5@'070 ‘i’ = [TUP + ’f'DN] -1 6@070 Tup TDN
1 2 3 4 5 6 7
5 0.01078 . - 1.1 2.070 1.1 0.478  0.00521
10 0.02427 =it 1.0 4,818 0.9 0.203 0.00504
20 0.05458 ' 0.7 11.41 0.7 0.0829 0.00478
100 0.69608 0.7 106.9 0.2 0.00284 0.00651
200 0.69794 0.8 106.8 0.2 0.00283 0.00654
400 0.69937 0.7 107.4 0.2 0.00280 0.00651
600 0.69974 0.7 107.4 0.2 0.00280 0.00651
1000 0.70016 0.7 107.3 0.2 0.00279 0.00652

The failure rate for honzontal edges changed from 5 to 1000 (see column 1).

The edge renewal rate wq‘ itaken p(e) = 100 for all edges. The estimates of net-
work failure probability (loss'of s-¢ connectivity) is given in column 2. It ranges
from 0.00108 to 0.7 as the horizontal channels become less available. The es-
timate of the stationary transition rate & is given in Column 4, The correspond-
ing relative errors for N = 10,000 replications are quite small and are below 1%
(see columns 3 and 5). The estimates of the mean up and down times are in col-
umns 6 and 7. As A(e) grows, the prevalent connection mode between s and ¢
becomes a path without horizontal edges. Thus, with a large probability, the s-¢

connection is restored by renewing a single diagonal or vertical edge. ThlS ex-
plains the fact that Tpy lies below [u(e)]™ -1 =0.01.
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